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Introduction

The United States Food and Drug Administration (FDA) has a legal responsibility to ensure that drugs are safe and
effective. Therefore, in FDA-regulated industries, quality and accountability standards are much higher. One of the
ways the FDA assures quality in the industry is to require that records concerning important aspects of the
manufacturing process be kept. FDA regulations concerning manufacturing and related record keeping are known as
the Current Good Manufacturing Practices or cGMPs. These regulations orginally dealt with paper records and hand-
written signatures. However, with the rise of computer technology used in food and drug manufacturing, it became
apparent that regulations were needed to address the issues related to electronic records and signatures. A joint
FDA/industry task force was formed to develop the requirements for electronic records and signatures, resulting in the
21 CFR Part 11 regulation that became law in August of 1997.

The objective of 21CFR Part 11 is to allow the industry to take advantage of electronic record keeping while making
sure that electronic records and signatures are equivalent to paper records and signatures. The regulation defines
what the FDA requires to ensure that electronic records are reliable, trustworthy, and authentic and that they can be
considered equivalent to paper records and handwritten signatures for FDA purposes. This rule does not mandate the
use of electronic records; however, if electronic records are used to keep FDA-required information, then the
electronic records must comply with 21 CFR Part 11.

The fundamental activities related to process automation where cGMP records are created are in the areas of project
engineering, manufacturing operations, system administration, and system maintenance. All through these activities,
records needed to meet FDA requirements are generated. To the extent that any of these documents are stored
electronically, they must comply with the 21 CFR Part 11 rule.

This whitepaper examines cGMP records that are potentially within the domain of process automation and illustrates
how the DeltaV system provides off-the-shelf technology to support a Part 11-compliant solution for cGMP records.
The body of this whitepaper provides an overview of the DeltaV system and how it supports Part 11 compliance. A
more detailed “rule-by-rule” analysis is presented in tabular form in Appendix A.

Procedural and Technical Controls

Controls required for 21 CFR Part 11 compliance can be classified into two categories: procedural and technical. Procedural
controls are practices that affect how the system is used. They are not part of the hardware and software of the system. An
example of procedural control is a procedure for providing access to only authorized individuals. The end user must provide
the procedural controls.

Technical controls are characteristics of the system itself. An example of technical control is a user management scheme
that allows different users different levels of access. The process control system vendor may provide the technical controls
as the standard functionality in a commercial off-the-shelf (COTS) product. Alternatively, technical controls may be part of a
custom application.

In some cases, custom applications or third-party add-ons may be used on top of the automation system to address
weaknesses. However, in general, using COTS products, minimizing the integration of multiple applications, and avoiding
custom applications make the system more maintainable. As a result, selecting a process automation vendor should involve
selecting the supplier who can meet the most of your requirements with standard features.
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Integrated Features and Custom Applications
The DeltaV system is a commercial off-the-shelf (COTS) product that supports Part 11 compliance with features such as:

e Version Control and Audit Trail (VCAT)
e Recipe Authorization
e  Operator Actions with Confirm/Verify

e Batch Historian

Operator Electronic Log

Because these integrated features are built into the DeltaV system as standard product, upgrade and maintenance issues
that would fall upon a non-integrated system are greatly reduced. A non-integrated control system with custom applications
from different vendors would face many procedural controls and validation issues that can be best avoided with an
integrated system like the DeltaV system. These features and others will be discussed in this document with reference to the
applicable 21 CFR Part 11 section.

Aspects of 21 CFR Part 11
Subpart B—Electronic Records

Section 11.10 Controls for Closed Systems

21 CFR Part 11 defines the requirements for considering electronic records and electronic signatures to be equivalent to
paper records and handwritten signatures on paper. The rule is applicable to records in electronic form that are created,
modified, maintained or transmitted to the FDA .

In the following paragraphs, specific sections of 21 CFR Part 11 are discussed with reference to how DeltaV (v7.3) software
supports Part 11 requirements. DeltaV support of compliance is discussed (where applicable) with reference to the
application program that manages or generates the electronic record. For example, discussions will include configuration
engineering, run time, and history applications.

11.10(a) Altered Records

One of the requirements of Section 10(a) is the ability to discern an altered record. One of the best ways to prevent a
record from being altered is by restricting access to the system or record. DeltaV Flexlock provides a mechanism that
restricts DeltaV users from having access to the Microsoft Windows desktop or configuration applications.

For users who need access to perform configuration changes, the DeltaV Configuration Audit Trail, when enabled,
documents all changes to the system configuration. The ability to disable the audit trail feature is controlled by DeltaV
security.

History applications do not allow access to data files by anyone who does not have System Administrator privilege.
The historical data files are write-protected with write-access being given only to the applications that need to write
data to those files. As such, it is not possible for a user who does not have system administrator privileges to make
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modifications to a file. In addition, system security may be set up to prevent accessing data at the file level by
preventing access to the Windows desktop and with the use of Windows file security that can enable data files to be
read-only.

The DeltaV system is built upon standard Windows-based software and data management tools that will allow data to be
accessed and potentially modified by an administrator. The industry recognizes this as an issue and, based on current
technologies, must use procedural approaches to safeguard data. The general approach is to give administrative privilege
only to personnel not responsible for manufacturing production. Therefore, the system administrator would have no incentive
to falsify data. Data falsification would occur only if there were collusion between an administrator and another person who
had a motive to falsify the data.

11.10(b) Reproduction of Records

Section 11.10(b) requires that the electronic records can be copied in “human readable and electronic form suitable
for inspection, review, and copying by the Agency”. The DeltaV system allows configuration data to be printed from
the configuration applications. Configuration audit trail information may also be viewed online and printed. History
applications allow electronic viewing and printing of data.

Electronic copying of DeltaV electronic records may be done in the native DeltaV file and database formats, or can be
exported in different file formats including text, Microsoft Word, Microsoft Excel, and MS Access, using tools included
with the DeltaV system.

11.10(c) Protection of Records

Section 11.10(c) requires the “protection of records to enable their accurate and ready retrieval throughout the
records retention period”. As discussed earlier in Section 11.10(a), protecting files and limiting access to DeltaV
features is one of the best ways to protect records. The DeltaV system has built-in security that controls access to
DeltaV configuration applications and database administration tools. One of these tools is DeltaV Flexlock, which
provides a mechanism to prevent DeltaV users' having access to the NT desktop or a DeltaV database account.

The history applications provide data archival support to allow for their accurate storage and retrieval. The Batch
Historian Administrator application does not allow for the deletion of a batch history that has not been archived.

The Batch Historian Administrator is an application that allows personnel with the required security access to archive
and catalog batch records, operator action records, and alarm records to a permanent storage location. Archiving
may be done manually or on a scheduled basis. The Batch Historian Administrator documents all archiving events by
providing an audit detail view.
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Figure 1 Batch Historian Administrator supports archiving of electronic records manually or on a scheduled basis.

11.10(d) Limiting Access to Authorized Individuals

Limiting computer system access to authorized individuals promotes data authenticity and integrity. The DeltaV
system has built-in security that controls access to DeltaV configuration applications and database administration
tools. It has a sophisticated security system that is layered on the Windows security system. Access can be limited to
specific users on a function and area basis. A user may be granted system access for only the specific functions that
his or her responsibilities and training dictate. This provides the ability to grant system access by area, by system
function, and by parameter.

The DeltaV security system is designed around the concept of “locks” and “keys”. System functions, fields, and
parameters are assigned to system locks. Users can access the function, field, or parameter only if the user's account
is assigned the key to the lock for the function, field, or parameter.
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Figure 2 Single security system for all DeltaV applications controls the level of system access for each user.

In addition, DeltaV Flexlock can control access to the Windows operating system, Desktop, the DeltaV application
and other applications based on user groups as defined by the system administrator. For example, a particular user
group could be granted access to the DeltaV system and denied access to the Windows operating system and the
Desktop. Or the user group could be granted access to each of these applications.

11.10(e) Audit Trails

Section 11.10(e) requires the “...use of secure, computer-generated, time-stamped audit trails to independently
record the date and time of operator entries and actions that create, modify, or delete electronic records”.

Configuration Application

Engineering revisions and changes can be tracked as changes are made using the DeltaV Configuration Audit Trail
and Version Management application. This application creates and maintains a configuration change history for
configuration items. Information captured by the audit trail includes who made the change, the date and time the
change was made, the exact scope of the change, and any comments entered by the engineer making the change.
Version to version “differences” can be viewed online and printed. A rollback feature allows restoring to previous
versions of a configuration item.
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The following table offers a summary of DeltaV electronic data for which audit trails are provided.

Table 1. DeltaV Audit Trail Capabilities

Item Audit Trail Implementation
Operations
Operator Actions DeltaV Event Journal
Alarms DeltaV Event Journal

Interlock Trip

DeltaV Event Journal

System Events

DeltaV Event Journal

Batch Processing

Phase State Changes

Batch Historian

Failure Conditions

Batch Historian

Start/Stop Procedure

Batch Historian

Start/Stop Unit Procedure

Batch Historian

Start/Stop Operation

Batch Historian

Start/Stop Phase

Batch Historian

Operator prompts

Batch Historian

Operator prompt response

Batch Historian

Formula Parameters

Batch Historian

Report Parameters

Batch Historian

Ad Hoc Operator Comments

Batch Historian

Acquire Unit

Batch Historian

Release Unit

Batch Historian

System Configuration

DeltaV Control Configuration

Control Modules

DeltaV Version Control and Audit Trail

Equipment and Control Module
Classes

DeltaV Version Control and Audit Trail

Phase Classes

DeltaV Version Control and Audit Trail

Phase Modules

DeltaV Version Control and Audit Trail

Operations

DeltaV Version Control and Audit Trail

Unit Procedures

DeltaV Version Control and Audit Trail
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Item Audit Trail Implementation
Procedures DeltaV Version Control and Audit Trail
Unit Classes DeltaV Version Control and Audit Trail
Unit Modules DeltaV Version Control and Audit Trail

Process Cells

DeltaV Version Control and Audit Trail

Process Areas

DeltaV Version Control and Audit Trail

Report Parameters

DeltaV Version Control and Audit Trail

Unit Parameters

DeltaV Version Control and Audit Trail

DeltaV Alarm Configuration

Alarm Types

DeltaV Version Control and Audit Trail

Alarm Limits

DeltaV Version Control and Audit Trail

Alarm Periorities

DeltaV Version Control and Audit Trail

Alarm Display DeltaV Version Control and Audit Trail
Security

Parameter Security DeltaV Version Control and Audit Trail

Field Security DeltaV Version Control and Audit Trail

Function Security DeltaV Version Control and Audit Trail

System Hardware Configuration

Control Network DeltaV Version Control and Audit Trail
Controllers DeltaV Version Control and Audit Trail
Operator Stations DeltaV Version Control and Audit Trail
DeltaV workstations DeltaV Version Control and Audit Trail

System Admin Activities

Security

Define Valid Users Windows Security Log

History Archiving Batch Historian Administrator Tool

Run Time Application

All operator actions are recorded in a secure time- and date-stamped electronic record. Within the DeltaV system,
electronic records are not able to be modified or deleted.

Batch History Application

Batch-related events are captured as an electronic record in the Batch Historian and include time and date stamp, the
identity of the person making the change, and the location from which the change was made. The DeltaV system
provides no access to modify records. These events may be deleted from the system only after they have been
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archived. An audit trail is maintained in the Batch Historian Administrator that documents any time events are deleted
after they have been archived by users with the proper access privilege.
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T DvDd 16322 /1372004 1;32:37 PM CONNERZ_I0040813_IS3Z31082 <Pk Auchivel>
Betches 20040813, 181428 [13/2004 1:14:55 PM CONNERZ_20040813_151445019  <MNot Auchived >
Compaigrs 20040813, 153943 /13/2004 10:54:02 AH CONNERZ_20040813_154002311  <Mot Auchived >
= ”"""::::’Im 21714 BB 3T EM CONNERZ_Z0A0806_I01T53120 <Nk Fuchvesd>
[ oo = N WLI008 T M CONNRE _X0N06_DNSAUTTr <tk Auchiveds
. A, 1A L0 S COMERZ_UA0006_IFASTHTS  Datchirchie
p 5 VP BG004 24044 P CONNERZ 0A00_IMUSIRE  Batcharchivg
B s e bverts SOHOU06, 192301 IR 23 M CONNERZ 2O0A0U00_TFZIA5H  Batcharchine
2 1441 BB 016 P CONMLRZ_Z00M0006_IM560T4  Bstchiurchive
14504 AGI2004 L4513 B CONNERZ_20040006_184300973  Datchiuchive
184308 B6I2004 1:43:38 M COMNERZ 20040806 184333030 Batchirchive
LTS T2 200 214051 PM COMER?_0M0T21 1046250 cliok duchived >
3463 22200 G464 PM COMETR? 00301 OMEA2TT1  chok dechived >
634122 22200 G413 P COMER? 200301 (127868 <ot duchivesd
freeety 2RO 923547 M CONMETR?_200M030] 33516725 <ot dchived>
Jreceny 2[RATO0N 93114 PM COMER?_P00A0S01_OS3I07258 <k dackivesls
032508 /2972004 9: 2547 PM CONNER2 20040301 (02512546  <Mot Avcived >
Z00H0301,0316 2729/2004 T 1648 PM CONMERZ 20040301 031639398 <Nk Auctivesd
0040301030036 272972004 9:00:53 PM CONNERZ 20040301 (00040820  «<Mot Avchived >
22613 ZJ2SI004 4:26:22 PM CONNER2_I0040225_222617258  <Mot Ardiived>
213748 LS8 30 P CONMERZ_IO0EES_ZUSTSASS4 <t Arctivesd>

Figure 3 The Batch Historian captures batch records in a secure SQL server database with no configuration required.

11.10(f) Enforce Permitted Sequencing of Steps and Events

Section 10(f) states that procedures and controls shall include “...operational system checks to enforce permitted
sequencing of steps and events....” In batch processes, sequences of events are predefined (pre-configured) by the
recipe and must be followed when executing a batch. If changes are made to the batch sequences, those changes
should be tracked and allowed only by personnel with the appropriate authorization.

Authorized personnel can configure the DeltaV Batch Operator Interface and Campaign Manager applications to
require Confirm and Verify authentication. Using this feature, any change in batch operation will require
Confirm/Verify before a change can be made. (See Figure 4 below.) Additionally, the DeltaV system restricts
operator access by requiring an operator to have the security key(s) for the area the action is being taken in.

11.10(g) Use of Authority Checks

Section 11.10(g) requires the "...use of authority checks to ensure that only authorized individuals can use the
system, electronically sign a record, access the operation or computer system input or output device, alter a record,
or perform the operation at hand.”

Configuration Application

The DeltaV system is protected by a security system integrated into a standard Windows security that allows only
authorized users with the correct level of access to perform tasks within the system. DeltaV has built-in security that
controls access to DeltaV configuration applications and database administration tools. One of these tools is DeltaV
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Flexlock, which provides a mechanism to prevent DeltaV users' having access to the Windows desktop or a DeltaV
database account.

Run Time Application

Operator actions from Batch Operator Interface and Campaign Manager can be configured to require confirmer and
verifier authentication. Operator prompts can be configured to require confirmer and verifier authentication. The
confirmer and verifier must have the correct security key(s) for the area in which the action is being taken.

Request Dialog

Do wouwant to abort '20000324.225825'7

— Canfirmation
MNarme

IJuhnSnﬂm

FPassword

I

—Nerification
Marme
IBHIJDnes

Fassword

I

0]4 | Cancel Help

Figure 4 Operator Action Confirm and Verify

Batch History Application

Batch-related events are captured as an electronic record in the Batch Historian and include time and date stamp, the
identity of the person making the change, and the location from which the change was made. DeltaV provides no
access to modify records. These events may be deleted from the system only after they have been archived. An audit
trail is maintained in the Batch Historian Administrator that documents any time events are deleted after they have
been archived by users with the proper access privilege.
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11.10(h) Device Checks

Section 11.10(h) concerns the “...Use of device (e.g. terminals) checks to determine, as appropriate, the validity of
the source of data input or operational instruction.”

The validity of the source of DeltaV data input is restricted to DeltaV terminals for entering data and taking control
actions. The DeltaV system enforces validity checks by requiring that a device must be downloaded from the DeltaV
engineering stations to become a valid device.

System users with proper security privilege can establish communications with input and output devices that are
outside the DeltaV system. However, any interface between the DeltaV system and devices outside the DeltaV
system is the responsibility of the customer.

11.10(i) Education, Training, and Experience for System Administrators

Section 11.10(i) requires that the persons who administer electronic signature systems have the education, training
and experience to perform their assigned tasks. It is the customer’s responsibility to ensure that all persons involved
with a regulated system have the necessary levels of education, training, and experience to perform their assigned
tasks.

11.10(k) Control over System Documentation

Part 11 section 11.10 (k) requires “...adequate controls over the distribution of, access to, and use of documentation
for system operation and maintenance”. DeltaV security restricts access to system configuration documentation to
those who are given access rights to the system configuration. This section also requires “revision and change control
procedures to maintain an audit trail that documents time-sequenced development and modification of systems
documentation.” The DeltaV configuration version control and audit trail capability is a complete change management
system that ensures all configuration changes are done under strict revision control with an audit trail to document all
system changes. Control configuration (control modules, unit modules, procedures, unit procedures, operations, etc.)
must be first checked out to an authorized user before any changes can be made.

I |

[ i oo | N

Figure 5 DeltaV Explorer provides visual indication that a Module is checked out for changes.
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Figure 6 Module checkout for Version Control and Audit Trail

When a module is checked out, it may be modified and changed over a period of time by a user. Not until the
module is checked in does it formally become part of the updated system configuration, as this prevents
accidentally downloading configuration for any modules that are a work in progress. Upon check-in, the user is
allowed to enter a comment describing revision history, and the module version number is automatically updated
when check-in is completed.

% System Configuration/Recipes/Procedures/EXT_ENAMEL_B_1 - History HE
“ersion | User Diate Action
2 ADMINISTRATOR  3/24/00 4468:21 P Checkln i
1 ADMINISTRATOR  3/24/00 44010 P User Label: NEW ..
1 ADMINISTRATOR  3/24/00 40053 Pt Checkln Eallback |
0 ADMINISTRATOR  3/24/00 35656 Pt Created
ifferences |
[etails |
e, |
Frint |
A

Figure 7 Version Control and Audit Trail automatically creates versions as changes are made and keeps
complete history of all versions.

The DeltaV Version Control and Audit Trail feature keeps a complete history of all engineering revisions. The
history feature allows viewing of all versions of any module and a difference report may be generated between
any two versions of a module. The difference report can be viewed either graphically or textually with differences
color-coded to indicate items that have been added, deleted, or changed.
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Figure 8 Difference reports may be generated between any two versions. Graphical difference report indicates

what has been deleted, added, or changed.

7 system Configuration/Recipes/Procedures/AMOX_PROD_AREA1/A1_AMOX_MAN_MEDIA_PREP - T

2x|

LB e

Wersion 1

Mersion 2

Transition Condition = 'UP_A1_WFIT-1400_TO_MPT:1/BSTA
END Transition "WFI_*¥FR_CMPLT"

BEGIN SFC Wire "0:BEGIN_PRC:UP_A1_FILL_MIT-1200:1"
SFC From Path = BEGIN_PRC
SFC To Path = UP_A1_FILL_MIT-1200:1
From Step = FALSE
SFC Connection Type = SFC Parallel Divergence>
END SFC Wire "0:BEGIN_PRC:UP_A1_FILL_MIT-1200:1"

BEGIN SFC Wire "1:UP_A1_FILL_MIT-1200:1:FILL_CMPLT"
SFC FromPath = UP_A1_FILL_MIT-1200:1
SFC To Path = FILL_CMPLT
From Step = TRUE
SFC Connection Type = SFC Parallel Convergence>
END SFC Wire “1:.UP_A1_FILL_MIT-1200:1:FILL_CMPLT"

BEGIN PFC Step “UP_A1_FILL_MIT-1200:1"
Description = FILL INGREDIENT TANK 1200 IF NECESSARY
PLM Name
Start Step = FALSE
Acyuire Unit = FALSE
Retain Unit = FALSE
PFC Unit Alias Name
PFC Key Parameter Name
PFC Associated Name = UP_A1_FILL_MIT-1200 (DBID {07C/
PFC Associated Author = D. Deitz
PFC Associated Description = FILL MEDIA INGREDIENT TAN
PFC Associated Product Code = None

END PFC Step "UP_A1_FILL_MIT-1200:1"

EMD Procedure "A1_AMOX_MAN_MEDIA_PREP"

Iransmon candmon = "UF_AT_WWEI-T4uU_{ U,MFI.UH‘.:A
END Transition "WFI_<FR_CMPLT"

END Procedure "A1_AMOX_MAN_MEDIA_PREP"

K S

B

Deleted H Changed H

Figure 9 Change report shown in text view

The rollback feature provides the ability to select any previous version and make it the current version. When a
rollback is performed, a new version that is identical to the selected version is created, preserving all the history of
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the module. The module history includes download events, which details the module versions that have been
downloaded to the running controller.

Some systems depend upon external code management systems such as Microsoft Visual SourceSafe to
implement code management. External systems are disconnected and do not provide the full benefits of an
integrated source code management system. For example, they cannot capture download events and document
which versions are actually running in the controllers; nor can they give warnings during downloads that a module
is currently checked out for modification.

Recipe Authorization

The recipe authorization feature may allow from one to five user approvals before a recipe can be released to
production for use. The recipe authorization is tightly integrated with the Configuration Audit Trail and Version
Management to track recipe changes, approvals, and comments. Unapproved recipes cannot be downloaded.

Recipe Authorization E1

Signatures Close
Sigrer | Statuz | |Jzer | Time | Cormment

Supervisor Rejected SUPERVISOR  2002-0312 11:41:31.8.. Mot Ready, Meeds work

Operataor Approved OPERATOR 20020312 11:39:55.3...  Reviewed, OF.

[ualty Caontial  Pending 20020312 11:1232.9...

Enginesr Pending 20020312 11:12 2....

iPlant_Manager  Pending A002-03-12 11:12 Approve...

Reject...

Clear...

ek

Kl 2l

Figure 10 Recipe authorization may require from one to five user approvals before a recipe can be downloaded.

11.30 Controls for open systems

Section 11.30 requires that persons who use open systems to create, modify, maintain, or transmit electronic
records shall employ additional controls such as document encryption and digital signatures to ensure the
records' authenticity and integrity. By definition, an open system is an environment in which system access is not
controlled by persons responsible for the content of electronic records on the system. In a DeltaV system, the
system administrator controls system access to the electronic records in the system, making it a closed system.
Therefore, the Section 11.30 requirement for open systems does not apply to a closed system such as the DeltaV
system.

11.50 Signature Manifestations

The FDA requires that signed electronic records clearly indicate the printed name of the signer; the date and time
of the signing; and the meaning of the signing. Signed electronic records must be subject to the same controls as
electronic records and linked to their respective electronic records.
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The DeltaV system is configurable to generate messages prompting signature inputs that allow for: the user
name of the signed; the date and time of the sign, which is recorded in historical data records; and the meaning of
the signing (Confirm/Verify of operator actions or prompts).

11.70 Signature/Record Linking

Section 11.70 requires that electronic signatures and handwritten signatures executed to electronic records be
linked to their respective electronic records, so that the signatures cannot be excised, copied, transferred, or
falsified.

In the DeltaV system, the electronic signatures are an integral part of the batch history and are linked to their
respective batch records. DeltaV data view and analysis tools do not provide any mechanism to allow the
modification or deletion of a record.

Subpart C—Electronic Signatures

11.200 Electronic Signature Components and Controls

Section 11.200 requires, for non-biometric electronic signatures, two identification components: an identification
code and password. This requirement also applies for signings not performed during a single continuous period.

The DeltaV Confirm and Verify signature feature requires specific sign off with user name and password on any
action configured to require a signature regardless of who is logged onto the system. The DeltaV system also
offers the added convenience to allow others not logged on to sign off on actions that they have authority to take.
The Confirm and Verify features are available with DeltaV Operate, the Batch Operator Interface and Campaign
Manager applications.

Section 11.200 requires that signatures be used only by their genuine owners and that attempted use by an
individual other than the genuine owner require collaboration of two or more individuals. The user name and
password components for DeltaV electronic signatures are extensions to the Windows security system. Windows
passwords are encrypted and not accessible even by the system administrator. Any use of a signature by
someone other than the genuine owner would require the collusion of the genuine owner.

11.300 Controls for Identification Codes and Passwords

Section 11.300 defines requirements for using and maintaining user identification codes and passwords. This
section requires that user identification codes (user id) and password combinations be unique for each person,
that they be periodically changed, that loss management procedures be in place in the event that the user I.D.
and passwords are lost or compromised, and that safeguards be in place to detect and prevent unauthorized use
of user |.D.s and passwords.

Since DeltaV user |.D.s and passwords are part of the Windows security system, they have available the full
functionality of the Windows security system that enforces unique user |.D.s and passwords and that allows the
administrator to specify password lengths and expiration policy. Windows security allows the administrator to set
the lockout policy such that failed login attempts can lock out a user and require the administrator to reset the
password. Windows also provides a security log that documents all login attempts.

Summary

The DeltaV “built for batch” technology simplifies 21 CFR Part 11 compliance with a commercial off-the-shelf
(COTS) batch solution. Competitive systems depend upon engineered solutions that require third-party software
and non-value-add systems integration services to deliver a solution that was integrated into the DeltaV system
from the start.
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The DeltaV system as standard product includes such features as: Configuration Audit Trail, Recipe
Authorization, Batch Historian, operator actions with Confirm and Verify, and electronic operator log for linking
operator comments to batches. These features are integrated into the DeltaV system, minimizing any need for
custom code or interfaces. The DeltaV fully integrated built-for-batch automation system reduces
maintenance/upgrade costs and makes validation easier.
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Appendix A-DeltaV Reference Table for Part 11 Compliance

The following table defines key, specific sections of the 21 CFR Part 11 rule and provides an explanation of how
DeltaV (v5.3) software supports each of those requirements. DeltaV support for compliance is discussed with
reference to: configuration engineering applications, run time applications, and history applications for each Part

11 section.

Part I: Checklist for DeltaV’s Configuration Engineering and Run Time Applications

21CFR Sect. 11.10
Subpart B—Electronic Records

Configuration Engineering
Application

Run Time Application

Controls for closed systems
11.10

Persons who use closed systems
to create, modify, maintain, or
transmit electronic records shall
employ procedures and controls
designed to ensure the
authenticity, integrity, and, when
appropriate, the confidentiality of
electronic records, and to ensure
that the signer cannot readily
repudiate the signed record as
not genuine. Such procedures
and controls shall include the
following:

DeltaV customers are responsible
for developing procedures to
support the use of the
applications in a regulated
environment.

DeltaV customers are
responsible for developing
procedures to support the
use of the applications in a
regulated environment.

Controls for closed systems
11.10(a)

Validation of systems to ensure
accuracy, reliability, consistent
intended performance, and the
ability to discern invalid or
altered records.

Validation of systems:

DeltaV customers must validate
the applications. Customers may
develop and/or execute the
validation plans and protocols
themselves or outsource these
activities. The validation should
follow an established system life
cycle (SLC) methodology.

Validation of systems:

DeltaV customers must
validate the applications.
Customers may develop
and/or execute the validation
plans and protocols
themselves or outsource
these activities. The
validation should follow an
established system life cycle
(SLC) methodology.
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21CFR Sect. 11.10
Subpart B — Electronic Records

Configuration Engineering
Application

Run Time Application

Ability to discern invalid or
altered records:

DeltaV Configuration Audit Trail,
when enabled, documents all
changes to the system
configuration. When the Audit
trail feature is not enabled,
changes are not tracked. The
ability to disable the audit trail
feature is controlled by DeltaV
security. Imported configurations
cannot be imported without being
detected by the audit trail.

DeltaV Configuration Audit Trail
provides both graphical and
textual view of differences
between configuration objects.

Ability to discern invalid or
altered records:

Electronic Operator Log
allows comments to be
attached to records, but
there is no mechanism to
over write or replace a
record

11.10(b)

The ability to generate accurate
and complete copies of records
in both human readable and
electronic form suitable for
inspection, review, and copying
by the agency.

Configuration applications
(Explorer, Control Studio, Recipe
Studio, etc.) allow viewing of all
DeltaV configuration items

All configuration data may be
printed from the configuration
applications

Configuration audit trail
information may also be viewed
on-line and printed

Not applicable

[

EMERSON.

Process Management




Whitepaper

DeltaV Capabilities for Electronic Records Management

September 2004—Page 22

| Z

21CFR Sect. 11.10
Subpart B — Electronic Records

Configuration Engineering
Application

Run Time Application

11.10(c)

Protection of records to enable
their accurate and ready retrieval
throughout the records retention
period.

Built-in security, controls access
to DeltaV configuration
applications and database
administration tools

Complete set of database
administration tools that facilitate
DB backup, restore, etc.

Configuration audit trail provides
version tracking and supports
item recovery and rollback

Customers should establish
policies and procedures to
ensure that records are retained
for an appropriate duration of
time

Not applicable

11.10(d)

Limiting system access to
authorized individuals

Sophisticated security system
that is layered on Windows
security. Uses function locks and
keys. Username / password.

Access controlled by function &
plant area

Data files created with read-only
access

Sophisticated security
system that is layered on
Windows security. Uses
function locks and keys.
Username / password.

Access controlled by
function & plant area

Operator confirmation and
verifier approval options
available in run time
environment
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21CFR Sect. 11.10
Subpart B — Electronic Records

Configuration Engineering
Application

Run Time Application

11.10(e)

Use of secure, computer-
generated, time-stamped audit
trails to independently record the
date and time of operator entries
and actions that create, modify,
or delete electronic records.
Record changes shall not
obscure previously recorded
information. Such audit trail
documentation shall be retained
for a period at least as long as
that required for the subject
electronic records and shall be
available for agency review and

copying

Configuration audit trail tracks
who, where, when and what

Provides comprehensive version
management and change tracking

Version to version “differences”
can be viewed on line and printed

Provides the ability to rollback
and restore previous versions of
a configuration item

All Operator actions are
recorded in a secure time
and date stamped electronic
record. Within DeltaV,
electronic records are not
modified or deleted.

Time synchronization is
provided for all devices in
the system with time
resynchronization after
disaster recovery.

11.10(f)

Use of operational system checks
to enforce permitted sequencing
of steps and events, as
appropriate.

Audit Trail will capture
modifications to the DeltaV
configuration database, tracking
who, where, when, and what

Operator actions from batch
operator interface and
campaign manager can be
configured to require
confirmer and verifier
authentication

Operator prompts can be
configured to require
confirmer and verifier
authentication

Operator must have security
key(s) for the area the action
is being taken in

Auto logout after extended
period of inactivity
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21CFR Sect. 11.10
Subpart B — Electronic Records

Configuration Engineering
Application

Run Time Application

11.10(g)

Use of authority checks to ensure
that only authorized individuals
can use the system, electronically
sign a record, access the
operation or computer system
input or output device, alter a
record, or perform the operation
at hand.

DeltaV system provides authority
checks to ensure only authorized
individuals can use the
configuration engineering
application. This is enabled via
the DeltaV security system.

Operator actions from batch
operator interface and
campaign manager can be
configured to require
confirmer and verifier
authentication

Operator prompts can be
configured to require
confirmer and verifier
authentication

Operator must have security
key(s) for the area the action
is being taken in

11.10(h)

Use of device (e.g., terminal)
checks to determine, as
appropriate, the validity of the
source of data input or
operational instruction.

Only DeltaV terminals can enter
data and take control actions.

The system enforces validity
checks since a device must be
downloaded from the DeltaV
engineering stations to become a
valid device.

Customer is responsible for non-
DeltaV devices

Only DeltaV terminals can
enter data and take control
actions.

The system enforces validity
checks since a device must
be downloaded from the
DeltaV engineering stations
to become a valid device.
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21CFR Sect. 11.10
Subpart B — Electronic Records

Configuration Engineering
Application

Run Time Application

11.10(i)

Determine that persons who
develop, maintain, or use electronic
signature systems have the
education, training, and experience
to perform their assigned tasks.

DeltaV customers are responsible
for ensuring that all persons
involved with regulated system
have the necessary levels of
education, training, and
experience to perform their
assigned tasks.

DeltaV customers are
responsible for ensuring
that all persons involved
with regulated system have
the necessary levels of
education, training, and
experience to perform their
assigned tasks.

11.10(j)

The establishment of, and
adherence to, written policies that
hold individuals accountable and
responsible for actions initiated
under their electronic signatures, in
order to deter record and signature
falsification.

DeltaV customers are responsible
for developing policies and
procedures to support the use of
the applications in a regulated
environment.

DeltaV customers are
responsible for developing
policies and procedures to
support the use of the
applications in a regulated
environment.

11.10(k)

Use of appropriate controls over
systems documentation including:

(1) Adequate controls over the
distribution of, access to, and use of
documentation for system operation
and maintenance

Protection of records

Full support for archival of
configuration change histories

Limiting access

DeltaV security with lock and key
system

Not applicable

11.10(k)

(2) Revision and change control
procedures to maintain an audit trail
that documents time-sequenced
development and modification of
systems documentation.

The DeltaV configuration
engineering application provides
automatic version control for all
engineering changes. All
changes are stamped with new
versions including time and date
of changes and who made the
change. Version identifier
downloaded to controllers
(modules) and batch executive
(recipes)

Not applicable
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21CFR Sect. 11.30

Controls for Open Systems

Configuration Engineering
Application

Run Time Application

Persons who use open systems
to create, modify, maintain, or
transmit electronic records shall
employ additional controls such
as document encryption and use
of appropriate digital signature
standards to ensure, as
necessary under the
circumstances, record
authenticity, integrity, and
confidentiality.

Not applicable. The DeltaV
system is a closed system.

Not applicable. The DeltaV
system is a closed system.

21CFR Sect. 11.50

Signature Manifestations

Configuration Engineering
Application

Run Time Application

a) Signed electronic records shall
contain information associated
with the signing that clearly
indicates all of the following:

(1) printed name of the signer

(2) date and time when the
signature was executed

(3) the meaning associated with
the signature

Include name of signer
(username) as well as complete
name if available

All historical data records include
date and time stamps

Separate signatures and security
keys for “confirmers” and
“verifiers”

Include name of signer
(username) as well as
complete name if available

All historical data records
include date and time
stamps

Separate signatures and
security keys for
“confirmers” and “verifiers”

11.50 (b)

The items identified in
paragraphs (a)(1), (a)(2) and (a)(3)
of this section shall be subject to
the same controls as for
electronic records and shall be
included as part of any human
readable form of the electronic
record (such as electronic display
or printout).

Not applicable—this only restates
that the same requirements,

listed earlier, should be applied to
electronic signatures.

Not applicable—this only
restates that the same
requirements, listed earlier,
should be applied to
electronic signatures
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21CFR Sect. 11.70
Signature/Record Linking

Configuration Engineering
Application

Run Time Application

That electronic signatures and
handwritten signatures executed
to electronic records shall be
linked to their respective
electronic records to ensure that
the signatures cannot be excised,
copies or otherwise transferred
so as to falsify an electronic
record by ordinary means.

Electronic signatures are integral
part of batch history

DeltaV data view and analysis
tools do not provide any
mechanism to allow the
modification or deletion of a
record

Electronic signatures are
integral part of batch history

DeltaV data view and
analysis tools do not provide
any mechanism to allow the
modification or deletion of a
record
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21CFR Sect. 11.100
Subpart C--Electronic Signatures

Configuration Engineering
Application

Run Time Application

11.100 General Requirements

(a) Each electronic signature
shall be unique to one individual
and shall not be reused by, or
reassigned to, anyone else.

DeltaV customers in FDA-
regulated environments must be
responsible for ensuring that
electronic signatures are unique
to one individual and not reused
by or reassigned to any other
individual.

DeltaV security is centralized--
one security database is used for
the entire system.

User has the ability to set
minimum password lengths and
expiration periods

Users may be prevented from
logging in after a predetermined
number of failed login attempts

DeltaV tracks includes the name
of the logged in user as well as
the complete name of the user if
available

DeltaV customers in FDA-
regulated environments
must be responsible for
ensuring that electronic
signatures are unique to one
individual and not reused by
or reassigned to any other
individual.

DeltaV security is
centralized--one security
database is used for the
entire system.

User has the ability to set
minimum password lengths
and expiration periods

Users may be prevented
from logging in after a
predetermined number of
failed login attempts

DeltaV tracks includes the
name of the logged in user
as well as the complete
name of the user if available
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21CFR Sect. 11.100
Subpart C--Electronic Signatures

Configuration Engineering
Application

Run Time Application

(b) Before an organization
establishes, assigns, certifies, or
otherwise sanctions an
individual’s electronic signature,
or any element of such electronic
signature, the organization shall
verify the identity of the
individual.

DeltaV customers in FDA-
regulated environments must be
responsible for verifying the
identities of individuals using
electronic signatures.

DeltaV customers in FDA-
regulated environments
must be responsible for
verifying the identities of
individuals using electronic
signatures.

(c) Persons using electronic
signatures shall, prior to or at the
time of such use, certify to the
agency that the electronic
signatures in their system, used
on or after August 20, 1997, are
intended to be the legally binding
equivalent of traditional
handwritten signatures.

DeltaV customers in FDA-
regulated environments must be
responsible for certifying to the
agency that the electronic
signatures in their system are
intended to be the legally binding
equivalent of traditional
handwritten signatures.

DeltaV customers in FDA-
regulated environments
must be responsible for
certifying to the agency that
the electronic signatures in
their system are intended to
be the legally binding
equivalent of traditional
handwritten signatures.

(1) The certification shall be
submitted in paper form and
signed with a traditional
handwritten signature, to the
Office of Regional Operations
(HFC-100), 5600 Fishers Lane,
Rockville, MD 20857.

DeltaV customers must be
responsible for certifying to the
agency that the electronic
signatures in their system are
intended to be the legally binding
equivalent of traditional
handwritten signatures.

DeltaV customers must be
responsible for certifying to
the agency that the
electronic signatures in their
system are intended to be
the legally binding equivalent
of traditional handwritten
signatures.

(2) Persons using electronic
signatures shall, upon agency
request, provide additional
certification or testimony that a
specific electronic signature is the
legally binding equivalent of the
signer’s handwritten signature.

DeltaV customers must be
responsible for certifying to the
agency that the electronic
signatures in their system are
intended to be the legally binding
equivalent of traditional
handwritten signatures.

DeltaV customers must be
responsible for certifying to
the agency that the
electronic signatures in their
system are intended to be
the legally binding equivalent
of traditional handwritten
signatures.
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21CFR Sect. 11.200
Subpart C--Electronic Signatures

Configuration Engineering
Application

Run Time Application

11.200 Electronic signature
components and controls

(a) Electronic signatures that are
not based upon biometrics shall:

(1) Employ at least two distinct
identification components such
as an identification code and
password.

DeltaV utilizes username and
password entry

Confirmer field is pre-populated
with the username of the current
DeltaV user

Confirmer can be changed to
allow other users to take action at
stations where they are not
logged on

Verifier approval field is never
pre-populated

Passwords are never displayed
and are not accessible by any
user

DeltaV utilizes username and
password entry

Confirmer field is pre-
populated with the username
of the current DeltaV user

Confirmer can be changed to
allow other users to take
action at stations where they
are not logged on

Verifier approval field is
never pre-populated

Passwords are never
displayed and are not
accessible by any user
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21CFR Sect. 11.200
Subpart C--Electronic Signatures

Configuration Engineering
Application

Run Time Application

(i) When an individual executes a
series of signings during a single,
continuous period of controlled
system access, the first signing
shall be executed using all
electronic signature components;
subsequent signings shall be
executed using at least one
electronic signature component
that is only executable by, and
designed to be used only by, the
individual.

(ii) When an individual executes
one or more signings not
performed during a single,
continuous period of controlled
system access, each signing
shall be executed using all of the
electronic signature components.

If the user has logged off the
system

Confirm and verify signature
feature (when enabled) may
require sign off with user
name and password for
operator actions through the
batch operator interface and
campaign manager.

Confirmer field is pre-
populated with the username
of the current DeltaV user

Confirmer can be changed to
allow other users to take
action at stations where they
are not logged on

Verifier approval field is
never pre-populated

Passwords are never
displayed and are not
accessible by any user
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21CFR Sect. 11.200
Subpart C--Electronic Signatures

Configuration Engineering
Application

Run Time Application

(2) Be used only by their genuine
owners; and

DeltaV customers are responsible
for ensuring that non-biometric
electronic signatures are used
only by their genuine owners.

DeltaV customers are
responsible for ensuring that
non-biometric electronic
signatures are used only by
their genuine owners.

(3) Be administered and executed
to ensure that attempted use of
an individual’s electronic
signature by anyone other than
its genuine owner requires
collaboration of two or more
individuals.

DeltaV customers are responsible
for ensuring compliance

DeltaV customers are
responsible for ensuring
compliance

(b) Electronic signatures based
upon biometrics shall be
designed to ensure that they
cannot be used by anyone other
than genuine owners.

Biometric devices are available
from 3" party vendors.
Customers are responsible for
ensuring compliance.

Biometric devices are
available from 3™ party
vendors. Customers are
responsible for ensuring
compliance.
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21CFR Sect. 11.300
Subpart C--Electronic Signatures

Configuration Engineering
Application

Run Time Application

11.300 Controls for identification
codes/passwords

Persons who use electronic
signatures based upon use of
identification codes in
combination with passwords
shall employ controls to ensure
their security and integrity. Such
controls shall include:

(a) Maintaining the uniqueness of
each combined identification
code and password, such that no
two individuals have the same
combination of identification
code and password.

DeltaV security layered on
Windows security

Windows security policies allow
for uniqueness of each user ID
and password combination

Users may be locked out a users
after a predefined number login
failures

Security audit logs

Domain support is provided in
the DeltaV system.

DeltaV security layered on
Windows security

Windows policies allow for
uniqueness of each user ID
and password combination

Users may be locked out a
users after a predefined
number login failures

Security audit logs

Domain support is provided
in the DeltaV system.

(b) Ensuring that identification
code and password issuances
are periodically checked, recalled
or revised (e.g. to cover
password such events as
password aging).

DeltaV system security is based
on Windows security, and can be
configured to expire passwords
on a periodic basis

Standard Windows security
allows the ability to set a specific
number of attempts before the
user is locked out of the system.
This can be applied to both the
NT login and DeltaV logins. This
does not apply to the
confirm/verify actions as these
take place after the user has
successfully logged in.

DeltaV system security is
based on Windows security,
and can be configured to
expire passwords on a
periodic basis

Standard Windows security
allows the ability to set a
specific number of attempts
before the user is locked out
of the system. This can be
applied to both the Windows
login and DeltaV logins. This
does not apply to the
confirm/verify actions as
these take place after the
user has successfully logged
in.
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21CFR Sect. 11.300
Subpart C--Electronic Signatures

Configuration Engineering
Application

Run Time Application

(c) Following loss management
procedures to electronically
deauthorize lost, stolen, missing,
or otherwise potentially
compromised tokens, cards, and
other devices that bear or
generate identification code or
password information, and to
issue temporary or permanent
replacements using suitable,

| _rigorous controls.

DeltaV customers are responsible
for employing controls to ensure
the security and integrity of
identification codes and
passwords.

DeltaV customers are
responsible for employing
controls to ensure the
security and integrity of
identification codes and
passwords.

(d) Use of transaction safeguards
to prevent unauthorized use of
passwords and/or identification
codes, and to detect and report
in an immediate and urgent
manner any attempts at their
unauthorized use to the system
security unit, and, as appropriate,
to organizational management.

DeltaV system security is based
on Windows security, and can be
configured to expire passwords
on a periodic basis

Standard Windows security
allows the ability to set a specific
number of attempts before the
user is locked out of the system.
This can be applied to both the
Windows login and DeltaV logins.
This does not apply to the
confirm/verify actions as these
take place after the user has
successfully logged in.

DeltaV system security is
based on Windows security,
and can be configured to
expire passwords on a
periodic basis

Standard Windows security
allows the ability to set a
specific number of attempts
before the user is locked out
of the system. This can be
applied to both the login and
DeltaV logins. This does not
apply to the confirm/verify
actions as these take place
after the user has
successfully logged in.

(e) Initial and periodic testing of
devices, such as tokens or cards,
that bear or generate
identification code or password
information to ensure that they
function properly and have not
been altered in an unauthorized
manner.

Customers are responsible for
ensuring compliance.

Customers are responsible
for ensuring compliance.
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Part Il: Checklist for DeltaV History Application

21CFR Sect. 11.10
Subpart B — Electronic Records

History Application

Controls for closed systems
11.10

Persons who use closed systems to
create, modify, maintain, or transmit
electronic records shall employ
procedures and controls designed
to ensure the authenticity, integrity,
and, when appropriate, the
confidentiality of electronic records,
and to ensure that the signer cannot
readily repudiate the signed record
as not genuine. Such procedures
and controls shall include the
following:

DeltaV customers are responsible for developing procedures to
support the use of the applications in a regulated environment.

Controls for closed systems
11.10(a)

Validation of systems to ensure
accuracy, reliability, consistent
intended performance, and the
ability to discern invalid or altered
records.

Validation of systems:

DeltaV customers must validate the applications. Customers
may develop and/or execute the validation plans and protocols
themselves or outsource these activities. The validation should
follow an established system life cycle (SLC) methodology.

Ability to discern invalid or altered records:

The historical data files are write-protected with write access
being given only to the DeltaV applications that need to write
data to these files. As such, it is not possible for a user who
does not have system administrator privileges to make
modifications to the file.

DeltaV Flexlock provides a mechanism to prevent DeltaV users’
having access to the Windows desktop (i.e. a DeltaV database
only account.).

Historical data viewing and analysis tools do not provide any
mechanism to modify or delete data

Electronic Operator Log allows comments to be attached to
records, but there is no mechanism to overwrite or replace a
record

All historical data files are write-protected

Audit trail of all actions taken through the Batch Historian
administrator interface

Cannot prevent sabotage by privileged users.
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21CFR Sect. 11.10
Subpart B — Electronic Records

History Application

11.10(b)

The ability to generate accurate
and complete copies of records
in both human readable and
electronic form suitable for
inspection, review, and copying
by the agency.

Batch data stored in SQL database - reports created using
standard programming tools including Microsoft Visual Basic

Batch history view supports electronic viewing and printing of
data.

Continuous history is stored in a Pl proprietary database. This
information is available from the Process History View client. This
can be displayed and printed.

Applications to move data into other environments for analysis
(e.g. Access, Excel)

11.10(c)

Protection of records to enable
their accurate and ready retrieval
throughout the records retention
period.

Built-in security, controls access to historical data
Data archival support for both continuous and batch data

Batch Historian administrator tool does not allow for the deletion
of a batch history that has not been archived

Ability to “re-import” previously archived data

Customers should establish policies and procedures to ensure
that records are retained for duration of an appropriate time.

11.10(d)

Limiting system access to
authorized individuals

Sophisticated security system that is layered onto Windows
security. Uses function locks and keys. Username / password.

Access controlled by function & plant area

Data files created with read-only access

[

EMERSON.

Process Management




Whitepaper
DeltaV Capabilities for Electronic Records Management
September 2004—Page 37

| Z

21CFR Sect. 11.10
Subpart B — Electronic Records

History Application

11.10(e)

Use of secure, computer-
generated, time-stamped audit
trails to independently record the
date and time of operator entries
and actions that create, modify,
or delete electronic records.
Record changes shall not
obscure previously recorded
information. Such audit trail
documentation shall be retained
for a period at least as long as
that required for the subject
electronic records and shall be
available for agency review and

copying

The Batch Historian is the secure data repository for long-term
storage of the time and date stamped events generated by the
batch executive.

Batch Historian will collect the secure, time and date stamped
history of all operator and alarms events.

All historical files are write protected

No provisions in the DeltaV system to change or delete historical
records

Operator comments are linked to existing record

Audit trail of all actions taken through the Batch Historian
interface

11.10(f)

Use of operational system checks
to enforce permitted sequencing
of steps and events, as
appropriate.

Not applicable

11.10(g)

Use of authority checks to ensure
that only authorized individuals
can use the system, electronically
sign a record, access the
operation or computer system
input or output device, alter a
record, or perform the operation
at hand.

DeltaV system provides authority checks to ensure that only
authorized individuals can use the batch history and continuous
historian applications.

The DeltaV system provides no access to modify data by anyone
with any level of security access.

Batch history data may be deleted from the system only after they
have been archived
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21CFR Sect. 11.10
Subpart B — Electronic Records

History Application

11.10(h)

Use of device (e.g., terminal) checks to
determine, as appropriate, the validity of
the source of data input or operational
instruction.

Only DeltaV terminals can enter data and take control
actions.

The system enforces validity checks since a device must
be downloaded from the DeltaV engineering stations to
become a valid device.

11.10(i)

Determine that persons who develop,
maintain, or use electronic signature
systems have the education, training, and
experience to perform their assigned
tasks.

DeltaV customers are responsible for ensuring that all
persons involved with regulated system have the
necessary levels of education, training, and experience
to perform their assigned tasks.

11.10(j)

The establishment of, and adherence to,
written policies that hold individuals
accountable and responsible for actions
initiated under their electronic signatures,
in order to deter record and signature
falsification.

DeltaV customers are responsible for developing
policies and procedures to support the use of the
applications in a regulated environment.

11.10(k)

Use of appropriate controls over systems
documentation including:

(1) Adequate controls over the distribution
of, access to, and use of documentation
for system operation and maintenance

Not applicable

11.10(k)

(2) Revision and change control
procedures to maintain an audit trail that
documents time-sequenced development
and modification of systems
documentation.

Not applicable
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21CFR Sect. 11.30 History Application

Controls for Open Systems

Persons who use open systems Not applicable. DeltaV is a closed system
to create, modify, maintain, or
transmit electronic records shall
employ additional controls such
as document encryption and use
of appropriate digital signature
standards to ensure, as
necessary under the
circumstances, record
authenticity, integrity, and
confidentiality.

21CFR Sect. 11.50 History Application

Signature Manifestations

11.50 (a) Include name of signer (username) as well as complete name if
available

a) Signed electronic records shall
contain information associated All historical data records include date and time stamps
with the signing that clearly

indicates all of the following: Separate signatures and security keys for “confirmers” and

“verifiers”
(1) printed name of the signer

(2) date and time when the
signature was executed

(3) the meaning associated with
the signature

11.50 (b) Not applicable - this only restates that the same requirements,

The items identified in listed earlier, should be applied to electronic signatures.

paragraphs (a)(1), (a)(2) and (a)(3)
of this section shall be subject to
the same controls as for
electronic records and shall be
included as part of any human
readable form of the electronic
record (such as electronic display
or printout).
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21CFR Sect. 11.70 History Application
Signature/Record Linking

That electronic signatures and Electronic signatures are integral part of batch history
handwritten signatures executed
to electronic records shall be
linked to their respective
electronic records to ensure that
the signatures cannot be excised,
copies or otherwise transferred
so as to falsify an electronic
record by ordinary means.

DeltaV data view and analysis tools do not provide any
mechanism to allow the modification or deletion of a record
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21CFR Sect. 11.100
Subpart C--Electronic Signatures

History Application

11.100 General Requirements

(a) Each electronic signature
shall be unique to one individual
and shall not be reused by, or
reassigned to, anyone else.

DeltaV customers in FDA-regulated environments must be
responsible for ensuring that electronic signatures are unique to
one individual and not reused by or reassigned to any other
individual.

DeltaV security is centralized--one security database is used for
the entire system.

User has the ability to set minimum password lengths and
expiration periods

Users may be prevented from logging in after a predetermined
number of failed login attempts

DeltaV tracks includes the name of the logged in user as well as
the complete name of the user if available

(b) Before an organization
establishes, assigns, certifies, or
otherwise sanctions an
individual’s electronic signature,
or any element of such electronic
signature, the organization shall
verify the identity of the
individual.

DeltaV customers in FDA-regulated environments must be
responsible for verifying the identities of individuals using
electronic signatures

(c) Persons using electronic
signatures shall, prior to or at the
time of such use, certify to the
agency that the electronic
signatures in their system, used
on or after August 20, 1997, are
intended to be the legally binding
equivalent of traditional
handwritten signatures.

DeltaV customers in FDA-regulated environments must be
responsible for verifying the identities of individuals using
electronic signatures
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21CFR Sect. 11.100 History Application
Subpart C--Electronic Signatures

(1) The certification shall be DeltaV customers must be responsible for certifying to the agency
submitted in paper form and that the electronic signatures in their system are intended to be
signed with a traditional the legally binding equivalent of traditional handwritten
handwritten signature, to the signatures.

Office of Regional Operations
(HFC-100), 5600 Fishers Lane,
Rockville, MD 20857.

(2) Persons using electronic DeltaV customers must be responsible for certifying to the agency
signatures shall, upon agency that the electronic signatures in their system are intended to be
request, provide additional the legally binding equivalent of traditional handwritten
certification or testimony that a signatures.

specific electronic signature is the
legally binding equivalent of the
signer’s handwritten signature.
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21CFR Sect. 11.200 History Application
Subpart C--Electronic Signatures

11.200 Electronic signature DeltaV system uses username and password entry

components and controls Confirmer field is pre-populated with the username of the current

(a) Electronic signatures that are DeltaV user

not based upon biometrics shall: Confirmer can be changed to allow other users to take action at

(1) Employ at least two distinct stations where they are not logged on
identification components such
as an identification code and
password. Passwords are never displayed and are not accessible by any
user

Verifier approval field is never pre-populated

(i) When an individual executes a Not applicable
series of signings during a single,
continuous period of controlled
system access, the first signing
shall be executed using all
electronic signature components;
subsequent signings shall be
executed using at least one
electronic signature component
that is only executable by, and
designed to be used only by, the
individual.

(ii) When an individual executes
one or more signings not
performed during a single,
continuous period of controlled
system access, each signing
shall be executed using all of the
electronic signature components.

(2) Be used only by their genuine DeltaV customers are responsible for ensuring that non-biometric
owners; and electronic signatures are used only by their genuine owners.
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21CFR Sect. 11.200 History Application
Subpart C--Electronic Signatures

(3) Be administered and executed | DeltaV customers are responsible for ensuring compliance
to ensure that attempted use of
an individual’s electronic
signature by anyone other than
its genuine owner requires
collaboration of two or more

individuals.
(b) Electronic signatures based Biometric devices are available from 3™ party vendors. Customers
upon biometrics shall be are responsible for ensuring compliance.

designed to ensure that they
cannot be used by anyone other
than genuine owners.
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21CFR Sect. 11.300
Subpart C--Electronic Signatures

History Application

11.300 Controls for identification
codes/passwords

Persons who use electronic signatures
based upon use of identification codes in
combination with passwords shall employ
controls to ensure their security and
integrity. Such controls shall include:

(a) Maintaining the uniqueness of each
combined identification code and
password, such that no two individuals
have the same combination of identification
code and password.

DeltaV security layered on Windows security

Windows policies allow for uniqueness of each user ID
and password combination

Users may be locked out a users after a predefined
number login failures

Security audit logs

Domain support is provided in DeltaV system

(b) Ensuring that identification code and
password issuances are periodically
checked, recalled or revised (e.g. to cover
password such events as password aging).

DeltaV system security is based on Windows security,
and can be configured to expire passwords on a periodic
basis

Standard Windows security allows the ability to set a
specific number of attempts before the user is locked out
of the system. This can be applied to both the Windows
login and DeltaV logins. This does not apply to the
confirm/verify actions as these take place after the user
has successfully logged in.

(c) Following loss management procedures
to electronically deauthorize lost, stolen,
missing, or otherwise potentially
compromised tokens, cards, and other
devices that bear or generate identification
code or password information, and to issue
temporary or permanent replacements
using suitable, rigorous controls.

DeltaV customers are responsible for employing controls
to ensure the security and integrity of identification codes
and passwords.
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the system security unit, and, as

appropriate, to organizational management.

(d) Use of transaction safeguards to prevent | DeltaV system security is based on Windows security,
unauthorized use of passwords and/or and can be configured to expire passwords on a periodic
identification codes, and to detect and basis

report in an immediate and urgent manner
any attempts at their unauthorized use to

Standard Windows security allows the ability to set a
specific number of attempts before the user is locked out
of the system. This can be applied to both the Windows
login and DeltaV logins. This does not apply to the
confirm/verify actions as these take place after the user
has successfully logged in.

21CFR Sect. 11.300
Subpart C--Electronic Signatures

History Application

(e) Initial and periodic testing of
devices, such as tokens or cards,
that bear or generate
identification code or password
information to ensure that they
function properly and have not
been altered in an unauthorized
manner.

Customers are responsible for ensuring compliance.
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